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CONTROUuED-ACCESS BROADCAST FIG. 4 U a block diagnun of a contioUed'acoess broadcast 

SIGNAL RECEIVING SYSTEM digital video signal receiving system acconllng to a further 

embodiment of the present invention; 
BACKGROUND OF THE INVENTION FIG. S is a block diagtam of a contioUed-access broadcast 
This invention rolates to video data conmxmication in ' video signal receiving syston according to yet 

which a limited reproduction right in video data is trans- embodiment of the present mvention; 

fared between a broadcaster and a receiver. f^G- * « diagram iliustrating a communication and 
„ 1 .J ■ • ^ J processing operatioD controlled by the controller of the 
Commonly, video programming is ttansmitted from a S>ntroUed-ac£ss broadcast digital video signal receiving 
broadcasts: to a user via a satellite or cable commumcations lo syj^^ni of pjo 2" and o- o o 

system. In some systems, users arc able to request and ^ 

broadcasters provide, select video prognmuning through the ^p- ^ ^ "^Jt^^*^ lUustraimg anothex pro- 

use of individuaUy addressable decoding receivers. TTie ""^^g operaUon controUed by the controUer of the 
uso-'sdecodaisactivateduponreceiptoftheuser'saddicss controUed-a^ss broadcast digital video signal receivmg 
whidi is transmitted along with the requested video pro- u *y*^™ °* FIG. 2. 

gfan»nii»8- DETAILED DESCRIPnON OF THE 

The drawback of such systems is that the user Is ofteo able PREFERRED EMBODIMENTS 

? T°^J!!^ requested video programming for later r^ j iUustiates a sateUite broadcast system incoiporat- 

duction. This later reproducUon occurs without any royalty . IT,, " ^T^^ ^ ^1. , ' . 

payment to the broadcaster or other holder of cop^ghts in 20 « coDttt,Iled-ac««s broadcast signal recaving system 

Se video i^ogramming. Further, the recorded VSTpro- J*^ '^<ifni to&c^sent invenUon^ As explamed in the 

gramming W^be dissLinated by the user to othas fc^ f»llowmg.itisprefciredthat4ea,ntroU^acoess ta^ 

Wre^.o.^ctlonswithout^espon<Ungroyaltyp^^^ r^i^Ie'^SToc^T^^rKc^. % 

^ should be appreciated that this system can be modified to 

OBIECTS AND SUMMARY OF THE acoommodale other digital or analog signals without depart- 

Uqy£j^Qj«l ing £rom the scope of ttie invention. As it is understood that 

the system can eadly be implemented to accommodate other 

An object of the present invention is to provide a system types of d at a, the following explanatioD is specifically 

for the transfer between a broadcaster and a user of a limited ^ directed towards a controlled-access broadcast digital video 

reproductloa rig^t in transmitted data. signal receiving system 102. 

Another object of the present iovcatioa is to enable a usa Ttw satellite television broadcastiag system comprises a 

to request from a broadcaster a particular limited reproduc- broadcasting staticHi 101. contrc^ed-acccss broadcast digital 

tion right in a selected video program. video signal receiving system 102. an antenna 103, a video 

Yet another object of the present invention is to prevent 33 ^sp\ay ItS, a communication link 106, and a sateUitc 107. 

die reproduction of transmitted data try a user without Broadcasting station If I broadcasts video signals and 

adequate payment for each reproduction. acoess-coidrcd signab to tiie controlled-access broadcast 

In accordance with the present invention, an apparatus for ^^'H^ ^JT' 

receiving, recording, and reproducing data signiS Is prc^ * '^^"^ access-control signals, 

vided. A receiver receives transmitted data signals along 40 Broadcasting station 101 transmits video and access- 

with an access-control signaL fiie latter serving to oontttil coatmi signals to receiving system 102 via communication 

subsequent processing of die received data signals. TTie ^ l***- sateUite 107, or both. Comnuinicadon link 106 is 

processed data signals are recorded in a first storage * transmission medium Aat couples broadcasting 

mediuHL and ihe access-control signal is stored in a second station 101 and receiving system 102. Pteferably, commu- 

stcrage medium. Whra the processed daU signals subse- 45 wcatioo link 106 con^Mises a conventional telephone line, 

quently are reproduced from ihc first storage medium tiic Alternatively, communicatioo link 106 includes any of a 

access-control signal is retrieved from the second stcragc nund>er of ctha transmission media: such os a'laiid^ased 

mediiun. and is used to control ttie reprocessing of the broadcast system, a cabJe television system, a fiber cptic 

reproduced data signals. network or the like. 

The above, and other objects, features and advantages of » , Satellite 107 is a satdUte broadcast signal relay rtatioo 

the present Invention will become apparent from tiie fol- ^ broKfcasting statiai 101 and 

lowing detailed description of iUustrative embodiments ^f*")^ ^ signab to antenna 103 Antenna 103 receives 

when read in conjunction with the accon^anying drawings f»8nals fron^ sateUite 107 a«l supphes the signab to tweiv- 

in which Uie same components are identified by the same j"* M^- AJternafinrely. satclltfe 107 can be replaced 

reference numenls. ™ ' number of omcr transmission media, such as a 

land^iased broadcast system, a cable televbion system, a 

BRIEF DESOUPnON OF THE DRAWINGS °P*^*= network or the like. 

. Receiving system 102 receives video signab and access- 

FIO. I if a schematic du^am of a sateUite broadcast control signab supplied by broadcasting station 101 and 

lystem in which the present invention finds ready applica- ^ processes (e.g. desaambles. decodes, and records) the sig- 

nab. lypicaUy, video dgnab are recorded on a storage 

FK}.2babloc^diagFaniofacontroUed-acoesGbroadca5t medium and subsequently reproduced for display, 

digital video sigoal reodviog system accocdlng to one Altmatively, video signab are recorded 00 a storage 

embodiment of the present invention; medium and processed for diqdaty to a user substantlaUy 

FIG.3babloGkdiag;ramofacoatrolled-acoess broadcast 63 simultaneous^. Accesa-control signab are stored in a 

digital video signal receiving system according to another mcmoiy or, alternatively, recorded oa a storage medium 

embodiment of Ihe {nesent invention; «1iidi may be the same storage medium on which the video 
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sigoals are recorded. In a preferred embodimeni, icoeiving $lgaals to encipherer 22. Puither, descrainbler 21A is 

system M2 is adapted to receive a storage cassette 1<M coupled to a clodc 2T to supply die received time refeience 

containing a tape oo which video and access-control si^aals signal and the date Deference signal ther^. 

are recorded. AlterDaUvdy. storage cassette 104 comprises a EncqAerer 23 is coupled to descmmbler 21A, recortfing/ 

tape for storing video signals and a separate memory, such 5 reproducing section 23A. and access cootroUer 28A. When 

as a naemoiy chip Included therein, for storing access- enabled by the access controUa. encipherer 22 encrypts, 

control signals. Id other erabodimcDts. Tccdviag system 102 according to an encryption key, descramhied video signals 

is ad^ed to receive any of a number of other storage media, supplied by descrambler 21A to produce encrypted video 

sudi as a video disc, a magnetic media diskette, a con^ct signals. The encrypted video signals are supplied to 

disc or the like. Video display 105, which preferably is a lO recndingfrqirodudng section 23A for recording. Howcvex. 

conventional display device, is coupled to and receives the encrypted video signals cannot be displayed by ordinary 

video signals from receiving system 102 for display to a means. It is contemplated that the enayption key is pre- 

stored in ent^haa 22. or is supplied by access controller 
In a preferred recording mode of {^ration, troadcasting 28A, or is included in the video signals or in the access- 
station 101 transmits video signals to satellite 107 which control signals supplied by broadcasting station 101. When 
relays the signals to antenna 103 from which the video disabled by access controller 28 A. endphenx 22 passes 
signals are coupled to receiving system 102. Also, broad- descrambled video signals from descrambler 21A directly to 
casting station 101 transmits access-control signals through section 23A without enciyptloa. 

communication link 106 to the receiving system. Receiving Recoidingfrcproducing section 23A. through a record/ 

system 102 processes and records the video signals as a 20 playback head 24. or the like, fcoords on storage medium 40 

function of the access-control signals, video signals supplied by encipherer 22. Section 23A. 

In a prefmedreproduction mode of operation, the receiv- through head 24, also reads previously recorded video 

ing system retrieves the previously stored access-control signals from storage medium 40 and supplies the reproduced 

signab and uses those access-control signals to control the video signals to decq)berer 25. Preferably, section 23A is a 

reproduction and processing of the previously recorded ^ digital video tape recording^reproducing device (VTR) and 

video signals. Hie video signals are sup[died to video storage medium 40 is a video tape. However, odier ^pes of 

di^lay 105 or to another perljdieial device (not shown). storage media are contemplated, such as optical, magnetic or 

An alternate satellite television broadcasting system magneto-optic disc solid-state memoiy. or die like, 
according to the present invcntioo conqvises eadi the Decipherer 25 is coupled to decoder 26 and. when enabled 
dements described above except that only one of commu- by access controller 28A. is adapted to decrypt, according to 
nlcation link 106 and satellite 107 is included. The alternate an encryption Icey, encrypted signals supplied by recording/ 
system is otherwise interconnected as in the above-described reproducing section 23A. It Is contenqilated Oiat the enoyp- 
embodiment Through the single transmission medium, tion key is prestored in dedpherer 25. or is supplied thereto 
broadcasting station 101 transmits bottt video signals and by access controller 28A, oris induded in the video signals 
access-control signals to recdving system 102. or the access-control signals siqipUed by broadcasting sta- 
in another variation, receiving system 102 transmits pro- tion 101, or is stared in storage medium 40, or is stored in 
gram requests, payment infonnation, or other signals to access condition memocy 29. When disabled, dec^berer 25 
broadcasting station 101 ttiroug^ one of the transmission passes video signals from reoording/irqirodadng secti<Mi 
media. Typically, conununlcation link 106 is used for this ^ 23A directly to decoder 26 without decryption, 
puipose. As is well known in tfie art, video signals are commonly 
A first embodiment of the contxolled-acoess broadcast conqtressod or otherwise coded to facilitate their transmis- 
digital video signal receiving system 102 according to the sioo thrmgh a transmission mediunL Decoder 26 decodes 
present invention is illustrated in FIG. 2 as system 102A. such coded digital video signals as reproduced from storage 
Receiving system 102A. is adapted for receiving, 43 niedium 40 to produce uocoded digital video signals which 
descramhling, enc^erlng, recording, dedphering and are coupled to video di^ilay 105 for diqilay. tt is preferred 
-decoding digital video signals; and is ccHx^idsed of a tuner- -that decoder 26 is -adapted to decode digital video signals- ~ - 
20, a descrambler 21A, an eadfbeiei 22, a recording^ encoded in accordance with the Moving Picture Image 
reproducing section 23A, a dedpherer 25, a decoder 26, an Coding Experts Group (MICG) standard, 
access contrcdJex 2aA, a user interface 30, and a modem 31. ^ Clock 27 is comprised of a dock device and a date device 
Tuner 20 receives input digital video signals, sdecu for traddng the time of day and the calendar date, 
particular digital video signals, and supfdles the sdected rcspectivdy, known to those a£ ordinary skill in the art 
signals to descrambler 21A. Pteferably, iiqMit digital video Qock 27 is coupled to access controller 28A and suf>plies 
signals are satellite broadcast digital video signals acquired time signals and date signals ttiercto. Tlie dock reodves a 
by satellite antenna 103 which is coupled to tuner 20. 55 time rdcrence signal and a date reference signal from 
Alternatively, input digital video signals arc acquired from descrambler 21A and syncfaroDizea its operation thaewltfa. 
anodier transmisdon medium that is coupled to mner 20. User interface 30 Is coupled to access controller 28A and 
lYef eraUy, a user oontrcds tuner 20 to select signals from supplies user Inpif signals thereto. The user input iri gnaic are 
among different input digital video signals. The selected generated as a function of input supplied by a user to the user 
video signals Indude a time reference signal and a date eo interface whidi may include a keyboard or user-operated 
reference signaL switches. Typical user input signals indude a cammand to 
Descrambler 2lA is coupled to tuner 20 and desoramblcs dispUy video signals, a command to record broadcast video 
scrambled digital video signals supplied therefrom. As is si^^s, an authorization code, a request for a specific video 
weU known in the art, transmitted video signals are com- program, and so on. 

mooly scrambled or coded by a signal provider to prevent a Modem 31 is coupded to access controller 28A and to 

unauthorized reception of (he video signals. Descrambler communication ifaV 106 and facilitates the communication 

21A supplies an unscrambled version of the digital ^deo of signals thiou{^ the communication link between broad- 
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casting station 101 (shown in PIQ, 1) aad the acceu broidcasting station Itl and receiving system 102A. 

controUcL As cMomunication link 106 is prefoably a tele- Exam^es of useful signal transfer sequences, inq>leinented 

ptiooe line, modem 31 is preferably a conventional tele- in different modes of operation of the piesent Invention, will 

phone line modem. be described in detail bdow. Through the diffetent modes of 

Access controUer 28A \s ftiithcr coupled to an access * op^^oa. video programs are secwe^Mtansfcrred between 

condition memoor 29. It will be apprSted (hat as a * i TT" '^orduifr but ttie con- 

fimction of the signals suRdied to acc«s controUer 28A by 'i^^^^"^ ^^^^^^ 

dock 27. user interface 30. modem 31, and access condition v^I-^ j jj . . 

memoiy 29, the access controUer controls the cperation of . fi«t vide<Kon-d«nand mode^a user entos mto user 

encq,hLr 22 and decipherer 25. As wUl be SSissed in 10 ^^^'^ 2? "'^"f .k^^ * '^'^ P^lST iif 

J— :i t— rt. I- ui mterface 30 transnoits this request to access controller 28A. 

greater detail below, depending imon whether applicable . . . - ^ • * ^i. , ^ ^ 

.... 1. f. i. liii J ^ ^ 11 Li which, in turn, oomnuimcates the user s request throuzh 

conditions have been fiiUUlcd. die access controUer enables ^/ j "~Zr rZ., « iT,*, ""™»'^ 

. , ,1. f . , .J . L modem 31 and communication link 106 to ttroadcastine 

cr disables the operation of encipherer 22 and dccii^erer 25. TT^ai rnT t a -*-.-!ri. •» «: IITT 

Access controllSlsSA stores ^s^^control sigS in and 'T^iJiT^'^^^^Sf.^i^ l^^IIJ'^^^'i^^ 

retrieves access-control signals from acce« condition 13 ^^"^ ^,fTt.n«.'lS^nJ^ZH^ '^J^' 1!"^ 

memory 29. In an alternate Snbodimcnt, it is contemplated P^^^J^ and suppUes flie video signals 

that the access controUer 28A stores both acceslSntrol ^^f^^ ^ PJ°g^ ^ hmer 20, K is ^V^^^ 

signals and the encryption keys of enciphers 22 and deci- ^"1" ^ f^^*^ ^^"Z ^' 

^^25 in ncccss condition memory 29. parttcuW v«leo signals compnsmg the requested video 

on pn)gram and supplies these selected video signals to 

Aocess^ntrol signals mdicate the conditions, if any. to descrambler 21A. The descxambler descramUes these 

be plnced on the reproduction of the video component of the broadcast video signals and supplies a descxambled version 

selected digital video signals. These conditions describe the yi^eo signals to endphexer 22. Descrambler 21 A also 

circumstances under which a user may or may not reproduce supplies a time reference signal and a date reference signaL 

be selected video signals. As a function of the access- which acconmany the video program transmission, to dock 

control signals, Ibe selected video signals recovered by 27 

desaamblerlM are processed prior to Additionally, broadcasting staUon 101 commDnicates 

c^d again flowing reproduction. D^ndmg mi the access-control signals through communication link 106 and 

paiticular conditions and drcumstonces. a iwer ^ be fjcs 3^ ,^ ^^^^ ^ ^ ^ 

««tely fr«n accessing fee selected distal video .^^^^ ^ access^ontrol signals serve to 

^r"", 1 cf^S"" ^/'T ^ definetheconditionsorliniitations,if any.up?nttieusa«eof 

access to die signals. Sudi contUUons may indude, but are ^ ^ ^"^^ 

7 L^r^- ^Jr^^ « * I^Slar vidi program from a hroad- 

rece^ of a pajraent sigial from hroadcasti^station 101. ^ prqwyiient method of pEcfise, a user pays for 

(2)anum«i^limitonthenumb<Toftii^partiaUa^^ a video proband subsequenUy^uests that the taoad- 

^ *»» PW«^ t° video receiving 

onthe ^^P^^^^n or di^y ^'»<=osi^ and (4) ^ Broadcastiii^on 101 transmits the request^ 

pre^ousraDeyrtofauserautborai^ncod^^^^ ^ andaTaSss^onirol signal indicating 4at the 

access-control signals are ccnnpnsed of simple default val- prosram can be unconditionSJTieconJed repro- 

40 (^ced (FUIX ACCESS). Access oontroUa 28A stores the 

Also iUustrated in FIG. 2 is storage cassette 104A which pULL ACGBSS signal in access condltioD memciy 29 to 

comprises access condition mcmofy 29 and storage medium disable endpbetei 22. Hence, desaamfaled video signals of 

40. Storage cassette 104A is, as a whole, removably con- the video program are supfdled by desoan^ler 21A tfarou^ 

nected to receiving system 102A. Access condition memory encipherer 22, without encryption, to recording/repeodudng 

29 stores access-connrt^ signals indicating the conditions, if ^5 section 23A, whereat die desaambled and unencrypted 

any, to be placed on the reproduction and/or recording of video signals are recorded on stcnge medium 40 

video^signals on etoge naedium 40.-Pteto^ iTT^^^STii^-bdlrf^iu^erwh^-Tuicr 

conation memory 29 Is an integrated droit R^, inte- ^ ^^ay for a video program^ it has been recdved 

grated into storage c«settel04A but indqiendent of storage by t^e ma's rccdving system, broadcasting station 101 

mcdnmi 40, as has been jcoposcd hcretafoce, and dectn- „ tomsmits the particuter video program to rccdving system 

oOly conncctaUc to access controtta MA. Stoagc inedium igjA along with an access-cootrol signal indicating that the 

40 rtores sigoaU recorded thereon by head 24 and is pref- ^ reproduced (NO REPRO), Access 

eraWy removably engaged therewith. controUw 2&\ stores ttie NO REPRO signal in access 

Opoation of &e embodiment of the controlled-aooess condition memory 29 and enables encipherer 22, causing it 

broadcast digital video signal recdving system 102A shown 5$ to entjypt, according to an encrypdon key, descxambled 

in FIG. 2 wiU be desoibed bdow. An inqtortant feature of video signals of the video jvogram sqpplied try desoan^lcr 

ttiis embodiment is that access-control signals, correspond- 21A. Endpliercr 22 siqfilies encrypted video »i gi»it« to 

Ing to video signals that are to be recorded on or reproduced reconlingAxpsoducing section 23A, whoeat die encrypted 

from storage nwlinm 40, are stored in access condition video it^gT"**" arc reconled 00 storage nrwitntp 40. 

memoiy 39. Access controUer 2ftAoontn^ the operation o* « n coutenqiUtBd that die usa mbsequendy purchases 

encipherer 22 and dedpherer 25 as a ftinctioncf one or more the video program from the broadcasta. Upon payment, 

of the access-ooatrol signals stored in access condition broadcastiiig station 101 transmits an access-control signal 

memory 29 and/or recdved from modem 31. In this manner, to access coottoUa 28A indicating that die reconled video 

die eoayptioo and decryption of video signals is oontroUed program can he iqaoduced (REPRO OK), and this REPRO 

to prevent unandiorized rei*oduction of die video signals. « OK signal replacea die previously stcred NO REPRO signal 

Hic configuration of the ptesent invention is ccHnpatiblc in memoty 29. When the encrypted video signals subse- 

with maiQr different sequences of signal transfa between quently are played back from storage mftdlnm 40, tbey are 
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supplied to dedpberer 25 which is enabled by the stoied received access-contiDl signal is stored in access condition 

REPRO OK signal to deaypt the reproduced video signals. memory 29; and the operadoo of encipherer 22 Is enabled by 

Iaasecondprepaymeatmetbodofpurdiase,siniilartothe access controller 28A, As described above, the requested 

pos^yment me^od, the user pays for the selected program video program Is received, selected, descrambled. 
prior to its transmissloc, but broadcasting station 101 first 5 encipbered. and recorded in an cndpheied form, 

transmits the selected program to receiving system 102A Qf course, ttiere are many different methods of expressing 

along with a NO REPRO signal. Acoms oontroUer 28A the terms of a rental. The preceding exMessions are iotended 

causes encipherer 22 to encrypt the video signak of the ^^^^ ^ examples to assist in explaiaing the present 

video program and the f« ^^'^f'' invention and n^ as limits thereon. Ftothcr examples of 
storage medium 4Cwhde*e NO REPRO sipal Is 8t^^ ,o useful rental terms include: reproduction of a video program 

access condition mem«y 29. Upon cainpleUon of the video ^ erf hours or of days, or for a period of 

program transnussion. broadcasting stttion 101 transmits a future. 

REPRO OK signal; and access controller 28A ra>laces the . , . . , ^ . _l ^ 

staredNOREraOsignalwiththeREHlOOKsignal.Thus, ^Anatogous to the prepayment and postpayment methods 

thevideoprogramisrecordedinencryptedformbuttheuscr of purc4ui«. eadj reiUal a video prognm^ 

canreproiucTanddecryptdiefrogramanunlimitednuinber or p«tpaid by the u«^. Wien Ae r^^^ 

of times, niis second pre^aynint method has the advantage tiimsmts the requested pro^ and &c 

of producing video recoidiigs thai can only be reprodu«d access^o^ol signal spcaftrmg the temw of Ae rental to 

hi devices having compatible decryption capabilities. ^'''^^ ^»*™» processes the video program 

-1* .1 _r * A. (i c. selectively encrypts the video s;ignals) and stores the 

A^tcxnaavdy, a «er can pm^a« Ae nght to repro^^ 

avideoprogramacertaianumber(N)cfftiines.Theuserthus , ^ . , . ..... 

•tents-thevideoptogr«iforNieproductions.Inoneniode. ^ '^^^^ ^? ^ postpaid, broadcastmg 

thcuserentcrsarequestintouserinterfaceaOtorentavideo station 101 transmits Oie requested i^ognim and a NO 

irogramforNrcproductions.Usciinterface30transmiuthe REPRO signal to receiving system KttA, wh»^«copts 

request to access contioUer 28A which forwards the request ^ *fj?^ ^"^^ ^ ^^^^^ 

tiirough modem 31 and communication link 106 to broad- f^"^ " described above Upon proper payment t^atfcast- 

awdng stotion 101. Broadcasting station 101 transimts the ^8 station 101 transinits ttie access^control signal qKJofymg 

requestedvideopcogramalongwithanaccess-controlsignal the trams rfjc rental to the receiving s^^ 

indicating that the video program can only be reproduced N NO REPRO signal m access condition memory 29 with 

times (REPRO N TIMES). The access ccmtiollcr receives „ newly-transimtted access-control signal 

the REPRO N TIMBS signal and stores it in access condition I" » ftirther variation, a certain segment of the video 

memory 29. The video program is received by tuner 20 and program can be made available for refnoductioa by a user in 

supplied to desaambler 2lA which dcscrambics the video » "preview" mode of operation. In this '^review" mode a 

program and supplies descrambled video signals to end- can view a selected portion of tfie requested video 

pfaerer 22. The eaciphaer. w*ich is enabled by the access 35 V^og^xm and Later dedde vmedier or not to purchase or rent 

oontioUer. caicrypts the desaambled video signals, and e"**^ video prc^ram. In an illustrative implementation 

supplies encrypted signals to rccotding/tqmducing section of the preview mode, the access-control signal correq>ond- 

23A for recording on storage medium 40, to the preview segment is a REPRO OK signal and the 

In another rental mode, wherein a user desires to rent a access-oontiol signal ccaresponding to the entire video pro- 

particuiar video program for a ocrtain period of time, an 40 is a NO REPRO signaL 

access^ntrd signal designating tiie period of time during ^ ^ second video-on-demand mode, a user requests video 

which rcfxroduction of die requested video program is autho- programming fixMa a broadcaster to be transmitted at a later 

lized is supplied by dje broadcasting system. For example. perhaps ihe following day. The video prc^amming 

the user may request to rent a particular video program for ""y fcr exan^>te. one or mere video jxograms selected 

a cotain nuodier of days (D). Receiving system 102A 43 *>y or a number of video programs selected by the 

transmits this request via communicatioii link 106 to broad- broadcaster. In tiie latter case, itis contenylatedthat the user 

astingl^oT lOi: Hie broad^ting station calculat« the initialty selects a particular type of video programming or - 

date Y, as a function of D. on which the r^iroduction right «lects video programming provided by a particular video 

should expire, and transmits the requested video program program sup]dieL 

along witii an access-control signal indicating that repro- so The request for "delayed" transmission of the video 

duction is allowed until date Y (REmO UNTIL DATE Y). {vc^ramming is entered by the user into user interface 30. 

The access-control signal is received by receiving system User interface 30 transmits this request to access controller 

102A and stared in access oonditioo memory 29. The access 28A which communicBtes the uso'^s request tliiou|^ modem 

cootcolkr enables the operation of enopheier 22; and as 31 and communication link 106 to broadcasting station 101. 

described above, the requested video program is received, 55 Some period of time later, broadfasting station 101 trans- 

selected by tuner 30, descrambled, encipfaered. and recorded mits the requested video programming to satellite 107 which 

in eoc^jfaered fonit SubsequeuUy, the encrypted video pro- relays the video programming to antenna 103. n«ferably, 

gram is reproduced, deciphered (so long as (he rqroduction transmission of the video pn^rammlng occurs during peri- 

operatiott is performed prior to date Y) and diqilaycd. ods when broadcasters are "off-the-air" or during periods of 

As another exanvle, a user can request to rent a particular 60 low viewenh^ of broadcast video signals. Antenna 103 

videoprogramfor a certain number of boun (H>. Receiving receives the video programming and suiqilies the video 

system 102A transmits this request via comnuinication link signals to tuner 20 from which the particular video signals 

106 to broadcasting station 101 which calculates the rinw! T, comprising the requested video programnung are siqirplled to 

as a faction of H, when die rqiroduction right should desoamhler 21A which, in turn, supplies a descrambled 

eacpire, and transmits the requested video program along 65 version of the video signals to enciphcrar 22. 

with an access-oontrtd signal indicating that reproduction Is In this mode, broadcasting station 101 also transmits two 

allowed until time T (ftEPRD UNTIL TIME T). The access-control signals via conunaniration link 106 and 
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modem 31 to access coatrollcr 2flA. One access-control value (e.g. zero). Jf the number N is not greater than the 

signal iodicates that the video progranamlng is to be erased thresfaold value, then access controller 28A disables opera- 

oa a oertaiD date Y (ERASE ON DATE Y) and the other tioa of decipherer 25 aod n])foduction of the stosed video 

access-control signal is the NO REPRO signal. Access signal proceeds as in the NO REPRO signal case. On the 
oontroUer2SA stores the ERASE ON DATE Y signal and the s other hand, if ttie number N is greater Aan die threshold 

NO REPRO signal in access coaditioD memory 29. Eaci- value, then access controller 2SA enables decipherer 25 and 

pherer 22. when enabled, sillies eoorypted video signals to reproduction of the stored Wdeo signal proceeds as in the 

recording/reproducing section 23A for recording on storage REFRO OK signal case. 

^* After the video signal is reproduced from storage medium 

Subsequently, but prior to date Y. the user selects a video 40. if the number N is greater than the direshold value, 

program from the requested video programmiog stored on access oontrofler 28A subtracts one from the value of N to 

aon^e medium 40 and pays the fee to rent the sdected produce a new value N and writes a new REPRO N TIMES 

prograra for a particular rental term. Upon payment, broad- signal, utilizing the new value N, into access condition 

casting station 101 transmits the access-control signal indl- mcmoiy 29 whoeat the previously stored REPRO N TIMES 

catbg the qipiiopriatc rental condition to access controUer signal is replaced by &c new REFRO N TIMES signal 

28Awhidi replaces die previously stored NO REPRO signal According to this procedure, the particular video signals 

in memcffy 29. Hence, the ERASE ON DATE Y signal stored In storage nttdium40 to which the REf^ONTIMES 

remains stored in access condition memocy 29. signal corresponds are only rcfu-oduoed the nuinbei of times 

Illustrative video signal rqiroduction modes of operation rcpnseated by the number N. The value N stored In access 
of receiving system 102A now will be described. The ^ condition memory 29 thus reflects the remaining number of 

process is initiated when a user enters a command into user permitted reptoductioiis of the particular video signals, 

interface 30 to reproduce a prestared video program Since the access condition memory is provided in the same 

recorded on storage cassette 104A. The user interface trans- storage cassette IMA as storage medium 40, and the video 

mits the command to access controller 28A which retrieves signals arc encrypted on the storage medium, the video 
the access-control slg;nal stared In access condition memory ^ signals can only be reproduced for display N times even if 

29 of the storage cassette. The operatloB of dcdpberer 25 is cass^te is loaded into another receiving system, at least 

controlled as a function of the particular access-contrcA utitil a new access-control signal is stored, 

signals) that is retrieved. When, as desalbed above, a video prognmi is rented for 

If. for example, the retrieved signal is a FULL ACCESS ^ only a certain period oftlme, access controller 28A retrieves 

stgnaL then access controUer 2aA dis^les deci{^erer 25, the conespondlng access-control signal from access condl- 

Recordingfrt^iroducing section 23A recovers video signals tion memory 29 and also receives a clock signal and a date 

from storage medium 40 and supplies die reproduced video signal from dodc 27. The dock signal and the date signal are 

signals to dedphocr 25, which passes the video signals to coiiq)ared to the retrieved access-control signal, and if ttie 
decoder 26. As described fd>ove, the reproduced video „ paitkular condition expressed in the access-control signal is 

signals are unencrypted; and decoder 26 decodes the video satisfied such that reproducdoo is allowed, then decipherer 

signals and supplies unooded video signals to video display 25 Is enabled and reproducdoo of Ibe stored video signals 

105. proceeds as in the REEilO OK case. However, if the 

U the NO REPRO signal is retrieved frnm access condi- conditioa esqsessed by die access-control signal is not 
tioa memory 29. access controller 28A disables the opera- ^ satisfied sudi that reproductioD of the video signals is not 

tlon of dedpberer 25. However, unlike the FULL ACCESS allowed, then the flcdpherer is disabled and reproduction of 

signal case, the video signals stored on storage medium 40 stored video signals proceeds as described with re^>ect 

are eocxypted. Hence, reoording/rcpcodudng sccdon 23A *° NO REPRO signaL 

rqicoduces enoypted video signals which are supplied to For exanq>le, wticn access controller 2SA retrieves a 
dedi^Mxcr 25 to be passed direct^ to decoder 26 without 4^ REPRO UNTIL DATE Y signal bom access condition 

dectyiition. The decoder decodes the enoypted video sig- mcmny 29, ft oonqures Oie date signal from doct 27 to the 

nals to produce uncodcd but encrypted video signals which date Y. If the date from dock 27 is prior to date Y^ihen fiie 

ate suppUed to video display 105. As a result, the video access controller enables die operation of decipherer 25 to 

di^Iay either cannot display the video signals at all or can decrypt dierejwochiced, eiuaypted video signals. In a similar 

only display a distorted version of the original video pro- ^ fashion, when the access controller redieves a REPRO 

Sram. UNTIL TIME T signal from the access condttiaii memcry. 

As a furtho- altemative, access controller 28A may compares the time signal supplied by dodc 27 widi the 

retrieve a REFRO OK signal from access condition mcmoiy ^^'"^ T. the time Indicated by the time signal is prior to 

29 to enable the operation of dec^erer 25. Recording^ X rqmxhictton of ^e stored video signals pro- 

rqxodudng section 23A reproduces the encrypted video 33 '^"^ " described widi respect to the REPRO OK signaL 

signals sbxed on storage medium 40 and supplies die In an analogous manner, when access controUeT 28A 

enoypted signals to enaUed decqibeicr 25 which decrypts retrieves an ERASE ON DATE Y signal from access coo- 

Ihe video signals and supplies unencrypted video aigoals to dition memocy 29, it conqHues the date signal from dock 27 

decoder 26. The decoder decodes die video signals and to the dale Y. If the dale indicated by clodc 27 is the same 

supplies the resulting uncoded and decrypted video signals (o ^ past date Y, then die access controller controls 

to video display 105 for display. Because the video signals reoording^eproduclng section 23A to erase the video dgnals 

are uncoded and deoypted, video diq>lay 105 displays the stored on storage medium 40, A suitable contrd channel, or 

reproduced video program without distaxtton. link, may be piovlded between access conuvUer 28A and 

As yet another altenuUive, when access controller 28A recarding/rqwodudng section 23A. 

retrieves a REFRO N TIMES signal from access ooodidon 65 Anattemateembodbnentofreodvlng system lt2Aaddi- 

mcmory 29, the access controller 2SA determines whether tionally indudes a connection between descrandila 2lA and 

the number N is p^tcr than a predetermined threshold access ccntrotlcr 2SA. Here, scrambled access-contrcd sig- 
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nils Uut aie transmitted by broadcasting station 101 along 
with the video signals are supplied to and descrambled by 
descrambler 21A from whicfa tttey are coupled to the access 
controller. In this alternate embodiment, video signals are 
rcoofded and leproduced as described above, and encipherer 
22 and deciphcfex 25 are selectively enabled and disabled in 
response to die received access-cootrol signals in the same 
manner as has been discussed. 

As wiU be flppiedated by one of ordinary skill in the art, 
each of the abovedescribed modes of signal re^oduction 
wherein the usei has prepaid for the video programming can 
be achieved substantially simultaneously wilfa the recording 
of the broadcast video signals. In such a mode of operation. 
recording^rqiFoduciag section 23A functions both to record 
die processed broadcast video signals ajid to supply the 
video signals to decipherer 25. Dcctpherer 25. controlled by 
access controller 28A. decrypts the video signals as a 
function of the access-control signal to be stored in access 
condition memory 29 and decoder 26 decodes the resulting 
video signals for immediate display on video display 105, 

Another embodiment of the contrDUed-acoess broadcast 
digital video signal receiving system 1^ according to the 
present invention is illustrated in FIG. 3. Receiving system 
102B differs from aforedescrlbed receiving system 102A In 
that receiving system 102B stores access-control signals and 
video signals in the same storage medium 40 of storage 
cassette 14MB. 

Recording^eprodudng section 23B, through bead 24, 
records on storage medium 40 in storage cassette 104B 
video signals supplied by encq>herex 22 and axxess-control 
signals supplied by access controUet 28B; and also reads 
previously recorded video signals and previously recorded 
access-control signals from the storage medium. The repro- 
duced video signals are supplied to dec^erer 25 and die 
reproduced access-control signals are supplied from die 
recordii^gA^oducing section to access controller 28B. As 
before, zeooidtngAreproducdng section 23B is a digital video 
tape recording^eproducing device (VTR) and storage 
medium 40 is a video t^; although die storage medium 
may be a magnetic disc, an optical disc, a magneto-optic 
disc, a solid-state device, or other recordable meditutL It is 
also prefored ttiat the access-control signals be stored in one 
cr marc sub-code regions of the storage medium. 

When enabled by access controller 28B, dec^erer 25 
decrypts, according to an encryption key, encrypted signals 
.reproduced_by_reco!rdi]ig^<j)rDducing-section-23B.-It Is- 
contemplated lhat the eocryptian key Is prestorcd in the 
dec^iherer or is supplied tbo-eto by access controller 28B, (x 
is included in the video signals cr the aocess-control signals 
supplied by hroadcastiog station 101. or is stcsed in and read 
from storage medium 40. When rftitoMH . dccipho-a 25 
passes video signals from recording^reproducing section 
23B directly to decoder 26 without decrypting such signals. 

As a function oi the signals supplied to access controller 
2SB by dock 27, user interface 30, modem 31, and 
reconUngfreprodudng section 23B, the access controller 
oonirols the operation of eodpherer 22 and dedpberer 25 as 
has been described previously. Spedflcally, dq>ending upon 
whether ^^plicable conditions have been fulfilled, the access 
controller enables or disables the operation of eiK^>hcrer 22 
and decipha-er 25. 

Each signal transfer sequence. Including variations 
thereon, described above widi respect to receiving system 
102A Is also implemented in limilar modes of cpention of 
receiving system IQZB. It will be appreciated, then, that the 
modes of opemtioa of recdving system I02B are substan- 



tially identical to die modes of operation of receiving system 
102A with the following illustrative exceptions. Access 
controller 28B functions In be same manner as access 
controller 28A, except that access-control signals are stored. 

s through recordlng^eprodudng section 23B. in storage 
medium 40, instead of in a separate access condition 
memory. Reconling^reprodaclng section 23B functions in 
the same manner as section 23A except that section 23B 
additionally records access-control signals on and lepro- 

10 duces access-control signals from storage medium 40. The 
reproduced access-control signals are supplied from 
recofdlngArqirodudng section 23B to access oontroUer 2flB. 

Similar to the alternate embodiment discussed in conjunct 
tion with FIG. 2. an alternate embodiment of receiving 

15 system 102B additionidly includes a connection between 
descrambler 21A and access controller 28B so that 
scrand>led aocess-control signals that are transmitted by 
broadcasting station 101 along with the video signals are 
descrambled and supplied to the access controller. Of 

20 course, access controller 2SB uses these access-conorol 
signals in the same manner as discussed above. 

A further embodiment of die controlled-access broadcast 
digital video signal recdving system 102C according to the 
present invention is illustrated in FIG. 4. Recdving system 
102C, is adapted for recdving. descrambling. decoding, 
recording, and reproducing digital video signals and is 
simiUr to the aforedescribed recdving system 102A of FIG. 
2. As in receiving system 102A, receiving system 102C 
stores access-control signals In access condition menwty 29 
of storage cassette 104A. while tiie video signals are stored 
on storage medium 40 of the storage cassette. 

FIG. 4 differs from FIG. 2 In diat descrambler 21C of 
recdving system 102C is coupled to access controner 28C, 

3^ recording/rqirodudng section 23A and decoder 26; and 
endpherer 22 and dccfpherer 25 are not provided as separate 
circuits. When enabled by access controller 28C, descram- 
bler 21C descrambles video signals stq>plied by tuner 20 and 
supplies an unsoambled version of the digital video signals 
to recarding^reprodudng section 23A Alsa when enabled 
by the access oontrcUer. descrambler 21C descrambles video 
signals reproduced by rcoonlingAeprodudng section 23A 
and supplies an unsaamlded version of the digital video 
signals to decoder 26. When disabled by access controller 
28C, descrambler 21C passes saambled video signals from 
tuner 20 directly, wUhout encryption, to section 23A and 

.. also.passes-video^signals.r^inxluccd' by-the-reooiding/- 
r^codudng section direct^, without doayption. to decoder 
26. Scrambled video signals can be recorded but they cannot 

^ be displayed in scrambled famt 

It will be ^ipredated that access controller 28C functions 
in the same general manner as access controller 28A, except 
that descmnbler 21C is ioontrolled In accordance with the 
access-control signals rather than encipherer 22 and ded- 

35 phcrer25. 

At Ifaose aforedescribed operational stqis where access 
controller 28A enables eoctpherer 22, access oontroUer 2BC 
disables descrambler 21C to pass saambled signals to die 
recordingft-qvodudng section; and ^ere access controller 

60 28A disaUes encipherer 22, access controller 28C enables 
descrambler 21C to supply descrambled signals to the 
recording^reprodudiig sectioo. However, In ibe operational 
steps where access controller 28A enables decipherer 25, 
access contrdkr 28C sintilarty enables descrambler 21C to 

65 descramble the signals rqvodueed by the recording/ 
reproducing sectiiw. Where access controUer 28A disables 
dedpberer 25, access controller 28C slmilarty disabks 
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descrambln^ 21C to pass to decoder 26 signals reproduced be made at that dme. If the price of the video program has 

by ttie recoidiiigfteproductDg section. been pcevionsty paid or is immediately paid, then processiDg 

In an alternate tmbodimcnt of receiving system 102C. proceeds with step S66. Otherwise, processing proceeds 

access>control signals, transmitted ty broadcasting station step S(J. 

101 along with video signals, are received through antenna ^ In step S6ti. broadcasting station 191 transmits tite video 

103 and supplied by tuner 20 to descrambler 21C for program via satellite to antenna 103 and transmits the FULL 

dcscrambiing and for coupling to access controller 2SC. ACCESS signal via commuoication link lOfi and modein 31 

A still further embodiment of the controUed-access broad- to access controller 28A. Access contnolla 28A disables 

cast distal video signal receiving system 102D according to encipherer 22. allowing the video program to be recorded in 

the present hivendon is iUustrated in FIG. 5. Receiving '° an unencrypted f«m on storage medium 4«. and ttie access 

system 102D is seen to be a combination of portions o( controller also stores the FULL ACCESS signal in access 

receiving system 102C and receiving system 102B (FIG. 3). condition memory 29. 

Similar to receiving system 102B. receiving system 102D In step S67. broadcasting station !•! transmits the video 

stores access-control dgnals and video signals in the same program via satellite to antenna 103 and transmits Ae NO 

storage medium 40 of storage cassette IMB. Recording^ RBPRO signal via conmuinication link 106 aiul modem 31 

reproducing section 23B supplies the reproduced video to access controller 28A. The access controUer enables 

signals to descramblcr 21C and sillies the reproduced endpheier 22. causing the video program to be enoypted 

access-control signals to access controller 28D. and then recorded in encrypted form on storage medium 40. 

It will be appreciated diat the modes of operation of and the NO REPRO signal is stored in access condition 

receiving system 102D are substantially similar to the modes ^ memory 29. 

of operation of receiving system 102C with the following If the video program is not to be purchased, resulting in 
illustrative excqitions. Access contn^er 28D functions in a negative answer to inquiry S63, the operation proceeds to 
the same manner as access controller 28C, except tbat inquiry 565 whereat the user is polled to determine whether 
access-control sigiuils are stored in storage medium 40 the video program is to be rented for a number (N> of 
instead of in a separate access condition memory. ^ viewings. If the user enters an affirmative response Into user 
Recording^ieptoducing section 23B functions in the same interface 30. tbc number N is entered, and operation pro- 
manner as section 23A except that section 23B additionally ceeds to inquiry S69. Otherwise, operatioo jvooeeds to 
records access-control signals on and reproduces access- inquiry S6S. 

control signals horn storage medium 40. Tbs rqproduced At inquiry Sti9, the broadcasting station 101 determines 

access-control signals are supplied &om recording^ whether the user has prepaid for the N viewings of the video 

reproducing section 23B to access controller 28D. program and if not, the user is further queried to determine 

Similar to the alteniMe embodiment discussed in coajunc- if payment wHl be made at tfiat time. If the fee for N 

tion with FIG. 4, access-control signals, transmitted by viewings of the video program has bem previously paid or 

broadcasting station 101 aloi^t widi video signals, are 3^ is immediately paid, processing proceeds widi stq;> STL 

received tfarouf^ antenna 103 and supplied by tuner 20 to Otherwise, processing proceeds with step $72. 

descrambler 21C for desaambling; and die descrambled lb step S71, broadcasting station 101 transmits ihe video 

access-control signals are suppUedto access controller 28D. program via satellite to antenna 103 and transmits the 

It is seen that access controller 28D receives access-control RRPttO K TIMES signal via communication link 106 and 

signals from lecordingfr^odncing section 23B and eilhor ^ modem 31 to access oonhrcUer 28A. The access controller 

from modem 31 or from descrambler 21C. or from both. 28A enables encqiherer 22, causing the video program to be 

FIG. 6 Is a flow diagnun of a preferred mode of operation encrypted and dien recorded 00 storage medium 40; and the 

of receiving system 102A of FIG. 2. as controlled by access REPRO N TIMES signal is stored in access condition 

oontrolla 28A. whn'etn a user orders from a broadcaster a mcmtny 29. 

limited or an unlimited right (as may be desired) to rcpro- m stq> S7Z. broadcasting statitn 101 transmits tfie video 

duee a video program. The user iniliates the process by program via satellite to antenna 103 and transmits die NO 

"entering a' request for a particular" video' program" at user ~ REPRO'sigtiai via~conununication Hiik l#6~aiid OKxlem 31" 

interface 30. Hie process begins at step S60. where access to access controller 28A. The access controller enables 

controller 28A causes modem 31 to connect to broadcasting encipherer 22, causing the video program to be encrypted 

station 101. and then recorded on storage niedlum 40; and the NO 

Access controller 28A transmits identification informa- REPRO signal is stored in access condition mcnwry 29. 

tion through modem 31 and communicatioa link 106 to If the video program is not to be rented for N viewings, 

broadcastiiig station 101 whidi cfaecks the identification inquiry S65 is answered In the itegative and the opoation 

information against a subscrqition list and determines proceeds to inquiry S68 whereat die user is polled to 

whether the user has subscribed to tbe broadcasting station's 55 detennine whether a video program is to be rented for 

service, as rqresented by inquiry S61. If the user is not viewittg until a dale Y. If the user enters an affirmative 

subscribed, the broadcasting station terminates the cotmec- response into aser Interface 30, the date Y is entered, and 

tion witti receiving system 102A in step S61 operation proceeds to inquiry STO. Ottierwise, operation 

If the user is subscribed, inquiry S61 is answered in the returns stq> S62, described above, 

affirmative and operation continues to inquiry 863, which a At inquiry 570, the broadcasting station 101 determines 

poDs the nser to determine whether or not the video program wbedier the user has prepaid fior the rental of the video 

is to be purchased. If the user enters an affirmative response program until date Y and if not, the user is finther quoied 

into user interface 30, operation proceeds to inquiry S64. to detennine if payn^wUt be made at that time. If the fee 

Odierwise, operation proceeds to inquiry S65. far the rental period has tieen previously paid or la imme- 

At inquiry S64, die broadcasting station 101 determines 65 diately paid, then processing proceeds with step S73. 

wbedier the user has prepaid for die video program and if Otherwise, processing proceeds with step S72, described 

not. the user is further queried to determine if payment will above. 
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Iq step S73, broadcasting station 101 transmits the video 
program via satellite to antenna 103 and transmits the 
REPRO UNTIL DATE Y signal via communication link 10« 
and modem 31 to access controller 28A. The access con- 
troller enables enclpbcrei 22. causing the video program to 
be encrypted and then recorded in encrypted form on stcnrage 
medhun 40. Access controller 28A also steles the RE^O 
UNTIL DATE Y signal in access condition memory 29. 

FIG. 7 is a flow diagram of a preferred mode of operation 
of receiving system 102A of FIG. 2 wherein a user seeks to 
reproduce a selected previously recorded video program, 
flic user initiates the process by supplying a request to 
reproduce a prerecorded video program at user interface 30 
and the process begins at step S80. where access controller 
28a retrieves from access condition memory 29 the access- 
control signal corresponding to the selected video program. 
The process proceeds to inquiry S81 whereat die access 
controller deteimines if the access-control signal is the NO 
REPRO signaL if so, processing proceeds with step SS6; 
otherwise, processing proceeds to inquiry SS2. 

In step SS6. access controller 2SA causes modem 31 to 
connect to tvoadcasting statioo 101 and transmits identifi- 
catloo infonnation and program infoimatlon to the broad- 
casting station. Processing then proceeds to inquiry S88 
whidi quexies the user to detennine if payment of the full 
purchase price for the video program will be made at that 
time. If the purchase price of die video pic^ram is paid, then 
processing proceeds with step S93. Otherwise, processing 
proceeds to inquiry S89. 

In stq> S93, broadcasting station 101 transmits the 
REPRO OK signal via communication link 106 and modem 
31 to access controller 28A which stores (he REHtO OK 
signal iQ access condUion memory 29, rqdacing the NO 
REPRO signd. and processing pto^eds to st^ 597. In step 
S97, the access controller enables decqdierer 25; and the 
selected video program which is reproduced froni storage 
medium 40 is decrypted by dedpheier 25, decoded by 
decoder 26. and supplied for display to video flisplay 105. 

^ t he retrieved access-control signal Is not the NO 
REPRO signal, as represented by a negative answer to 
inquiry S81, inquiry SS2 detennlnes whether the access- 
coDtrol signal is the REE^O N TIMES signal. If so, pro- 
cessing proceeds with step S94. Otherwise, processing pro- 
ceeds to inquiry S83. In stq> SM, access controller 28A 
decrements N by one, d^iting the single r^oduction 
which-will immedialely-fcdlow.'Rirther.-lhe REPRO N-1 — 
TIMES signal is stored in access condition memoiy 29. 
replacing the aocess-control signal previously stored there, 
and processing proceeds to step S97 to reproduce and ^ 
decrypt the video signat described above. 

If the retrieved accesfr-contrd signal is not die REPRO N 
HMES signal, iDquiiy S83 is made to detemine if the 
acoess-oontrol signal is the REFRO UNTIL DAIE Y signaL 
If so, processing proceeds to Inquiry S87. Otherwise, pro- 55 
oeuing proceeds to inqidiy SM. Inquiry S87 compares the 
date signal supplied by dock 27, indicating the current date, 
with date Y. Jt the current date Is prior to date Y, then 
processing proceeds to step S97, described above. 
OdMrwlseT processing proceeds to step S90, whereat access ^ 
ooulraller 28A dctezmiocs that the applicable condition has 
not been satisfied and therefore no video signal reproduction 
is authorized. The access oontroUer thereafter tennioates the 
connection widi broadcasting station 101. 

If the retrierved access-control signal Is neither the NO 6S 
REPRO nor the REERO N TIMES ncr the REPRO UNTIL 
DATE Y signal, inquiry S84 determines if the access-control 
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signal is the REPRO OK signaL If it is, processing proceeds 
wiih step S97, described above. Otherwise, [vooessing 
advances to inquiry SSS wbacai access controller 28A 
deteimines if the access-control signal is the FULL ACCESS 
s signal. If so. procesdng proceeds willi step S96, Otherwise, 
processing proceeds widi step S92. 

In step S92. access controller 2SA determines that It has 
failed to recognize die particular aocess-control signal stared 
in condition access memory 29. If any. Lacking a recogniz- 
able access-control signal, no video signal reproduction is 
authorized. Access controller 2ftA terminates the connection 
with broadcasting station 101. It should be appreciated that 
step S92 can be replaced with additional access-control 
signal definitions to provide further processing and access- 
control signal permutations. 

In step SS^. access controller 2ftA disables dodderer 25. 
and recording^reprodudng section 23A reproduces the 
selected video program from storage medium 40. Tlie rqxo- 
duced video program passes tttrough decipherer 25 for 
decoding by decoder 26, and is supplied to video display 105 
20 for display. 

If the retrieved access-control signal is the NO REPRO 
signal and payment of the full purdiase price is not made, 
inquiry SSS is answered in the negative and tiie process 
advances to inquiry S89, widfii quexies the user to determine 
2S if the fee for N viewings of the video program will be paid. 
If the fee for N viewings of the video program is paid, then 
broadcasting station 101 transmits the REPRO N TIMES 
signal via communication link 106 and modem 31 to access 
controller 2SA. and processing proceeds with step SiM, 
30 described above. Otherwise, processing proceeds to inquiry 
S91 vMdb. queries the user to determine if the fee for rcot^ 
of ttie video program umQ date Y will be paid. If the fee for 
such a rental is paid, thenprocessiugtMioceeds with step S95. 
Otherwise, processii^ proceeds with step S90, described 
above. 

In step S95, broadcasting station 101 transmits the 
REPRO UNTIL DATE Y signal via communication link 106 
and modem 31 to access conttolla- 2SA whidi stores die 
REPRO UNTIL DATE Y signal in access condition memory 
29. rqilacing the NO KEPRO signal, and fTocessing pro- 
ceeds to step S97. described above. 

Those of ordinary skill in the art wUI readily appreciate 
the modifications to be made to the flow diagrams of FEOS. 
6 and 7 to control the operation of the contrcUed-acccss 
broadcast video signal recording systems shown In FIGS, 3, 
4 and 5. Hence, in die interest of brevity, further description 

of sudi modified flow diagrams Is not noade.- 

Althougli illustrative embodiments of the present inven- 
tion and modifications thereof have been decoibed in detail 
herein, it is to be understood that this Invention Is not limited 
to these precise embodiments and modiflcatioDs, and that 
other modifications and variations may be effected therehi 
by oae skilled in the art wltliout d^urting from tbe scape 
and spirit of the Invention as defined by tbe i^ipended 
claims. For exanfile, it is contenqilated that a broadcast 
video program can be processed by an a{q>aratus aocordii^ 
to the present invention for display to a user without a 
preceding or simultaneous leccrdii^ of tbe video program. 
What is claimed is: 

1. Apparatus for receiving, recording, and xqvoducing 
data signals, coo^irising: 
receiving means for receiving said data signals and ao 
access-control signal generated by a remote provider 
which grants users rights to reproduce said data signals; 
processing means, coiqiled to said receiving means, for 
processing said data signals to produce processed data 
signals; 
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control meuu for controlling said processing means In 

reqxMise to said access-control signal; 
storage means for storing said processed data signals and 

for storing said acoess-contr(4 signal; 
means for reproducing said stored processed data signals 

to produce i^oduced data signals and for retrieving 

said stored access-control signal; and 
teptocesdag means coupled to said control means for 

reprocessing said rqnioduced data signals io response 

to said retrieved access-control signal. 

2. Apparatus according to claim 1 wherein said data 
signals are digital video data signals. 

3. Apparatus according to clabn 1 wtierein said receiving 
means receives said data signals and said access-oontr(d 
signal from a broadcasting station. 

4. Apparatus according (o daun 1 wherein said receiving 
means further conqirises a tuner for receiving broadcast 
signals, 

5. Apparatus according to daim 4 wherein said receiving 
means further conqvises a modem for receiving said access- 
control signal. 

6. Apparatus according to claim 1 wherein said receiving 
means further conqvises a modem for receiving said access- 
contFcH signal 

7. Apparatus acooiding to claim 1 wherein said receiving 
means further c<xnpci5es a user interface for receiving said 
access-control signal from a user. 

8. Apparatus acccnding to claim 1 whcieln said processing 
means comprises a descrambler. 

9. Apparatus according to claim 1 wherein said processing 
means conqtrises a descrambler and an encipherer and 
wherein said reprocessing means comprises a deciphci-cr, 

10. .^jpanms iccoiding to claim 1 wherein said process- 
ing means comprises an encipherer and wherein said rqiro- 
cessing means comprises a decipherer. 

11. Apparatus according to claim 1 wherein said pro- 
cessed data signals are stored on a record medium and said 
access-control signal is stored in a separate storage medium. 

IZ. A{q>aratus according to daim 11 wtierein said record 
medium is a video tape, 

13, Apparatus according to claim 11 wherein said separate 
storage medium is an iittegrsted circuit memory. 

14, Apparatus according to claim 1 wherein said pro- 
cessed data signals and said access -control s^nal bo<h are 
stored on a common record medium. 

15, Apparatus accordintg to daim 1 further conqnisiog a 

. dock, . coupled . to . said receiving means . and to . said co ntrol . 
means, for siqjplying a dock signal to said control means; 
wherein said data signals indude a dock reference signal; 
and 

wherein said clock signal is synchronized with said dock 
rcfercoce signal 

16, i^;]paiams accordiog to daim 1 further ootiqaising a 
decoder, ooiqded to said r^ocessing means, fcr decoding 
said reprocessed data signals. 

17, j^tpaiBtus for receiving and recording data signals, 
comprising: 

receiving means for recdving said data signals and an 
access-control signal generated hy a remote provider 
which ^ants users rigbts to reproduce said data signals; 

prooessfog means, coupled to said receiving means, for 
processing said data signals to produce processed data 
lignala; 

control means for controlling said processing means in 
response to said access-control signal; and 

storage means for storing said processed data signals and 
said access -control signal 
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18. ^prparatus according to claim 17 \vhaein said pro- 
cessing means comprises a descrambler. 

19. ^paratus according to claim IS wherein said pro- 
cessing means further conqxises an endpherer. 

20. Apparatus according to daim 17 wherdn said pro- 
cessing means canonises an endphcTCT. 

21. .^iparalus accordiiig to claim 17 wherein said sto^age 
means con^irises a storage cass^. 

22. Apparatus acooiding to daim 21 wherein said storage 
cassette contains a record medium on which said processed 
data signals are recorded and an integrated circuit memory 
in whidi said access-control signal is stored. 

23. Apparatus for rcprodudng processed data signals, 
comprising: 

means for reproducing stored processed data signals to 
produce reproduced data signals and for retrieving a 
stored access-control signal generated by a remote 
provider which grants users rights to reproduce said 
data signals; 

reprocessing means forrq>roocssing said rqiroduoed data 
signals to produce reprocessed data signals; and 

control means for controlling said i^irocessing means in 
response to said retrieved access-control signal. 

24. Apparatus according to claim 23 wherein said rqjiro- 
cessing means oonqrlses a descnunbler. 

25. Apparatus according to claim 23 wherein said rqiro- 
cessing nteans oonqirises a decipherer. 

26. Apparatus according to daim 23 wherein said pro- 
cessed data sigjials and said access-control signals are stctfed 
in a storage cassette. 

27. A method for transfenii^ from a broadcaster to a 
recdva a limited rqvoduction right in data, oonqirisii^ the 
steps of: 

(ransmitting from said broadcaster to said receiver an 
access-control signal generated by a remote provider 
and said data, said aocess-oontrol signal indicating said 
limited reproduction right; 

receiving, at said receiver, said access-control signal and 
said data; 

processing, at said receiver, said data in response to said 
access-coQtnd signal to produce processed data; 

storing, at said receiva', said processed data and said 
access-control si^ial; 

retrieving, at said receiver, said stored access-control 
signal; 

~ reimxhicingrat said receiver, said stored processed data to ' 
produce reproduced data; and 
reprocessing, at said receiver, said r^xtxtaiced data in 
response to said retrieved access-control signal. 

28. Hie method, according to cUdm 27, wherein said 
limited repxoduction right is the tight to reproduce said H*m 
N times. 

29. The method, according to daim 27, wherein said 
limited rqiroductton right is the right to reproduce said data 
until date Y, 

30. The method, according to daim 27. wherein said 
limited rqnoductlon right is the right to reproduce said data 
until time T. 

31. The method, according to claim 27, wherein said data 
is transmitted in scnmbled form and said step of processing 
said data comprises descrambUng said data. 

31 The mefliod, according to daim 31, wherein said step 
of processing said data farther comprises eodpbering said 
data; and 

wherdn said step of reprocessing said reproduced data 
comprises dedphcring said reproduced data. 
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33. The method, according to claim 27, wherein said step 
ct processing said data ooninises eodpheriog said data; and 

wherein said stqi of rqirocessing said reproduced data 
rampiises dectphering said reproduced data. 

34. The method, according to claim 27, wherein said data 
is transmitted and stored in scmnbled form, and said st^ <^ 
reprocessing said reproduced data comprises descrambling 
said reproduced data. 

35. The method, according to claim 27. wherein said 
processed data and said access-control signal are stored on 
a storage cassette. 

36. A method for transfening from a broadcaster to a 
receiver a limited reproduction right in prerecorded data, 
comprising the steps of: 

transmitting from said broadcaster to said receiver an 
access-contiol signal generated by a remote provider, 
said access -cootiol signal indicating said limited repro- 
duction right; 

receiving, at said receiver, said access-control signal; 
reproducing, at said receiver, said prerecorded data; and 
processing, at said receiver, said reproduced data in 
response to said access-control signal. 

37. The method, according to claim 36, wherein said step 
of processing said reproduced data comprises dccipbcnng 
said rqiToduced data. 
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38. The method, according to dalm 36. wherehi said step 
of processing said reproduced data comprises descrambling 
said rquroduced data. 

39. A method for rcproductng prerecorded data ocHnpris- 
3 ing the stq>s of: 

reproducing an aocess-oontrol signal generated by a 
remote provider which grants users rights to reproduce 
said data signals irom a first storage medium; 
10 reproducing processed data from a second storage 
medium in response to said access-control signal to 
produce r^noduced data; aiKl 

reprocessing said reproduced data in response to said 
access-control signal. 

40. A method for erasing prerecorded data stored on a 
record medium in response to an access-control signal stored 
in a $q>arate memory, comprising the steps of: 

retrieving said access-control signal from said separate 
memory; 

determining that said acccs$KX)ntroi signal is an ERASE 
signal; and 

erasing data stored on said leoont medium in response to 
said ERASE signal 

23 
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